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DETAILED ACTION 

Specification 

1 . This application does not contain an abstract of the disclosure as required by 37 
CFR 1 .72(b). An abstract on a separate sheet is required. 

Claim Objections 

2. Claims 2-8 are objected to because of the following informalities: The claims 
state "a system"; it is suggested that this be amended to read "the system" so as to refer 
back to the system of claim 1 . 

3. Claim 10 is objected to because of the following informalities: The claim states 
"an information carrier." It is suggested that this be amended to read "the information 
carrier" so as to refer back to the information carrier of claim 9. 

Claim Rejections - 35 USC § 101 

4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claim 13 is rejected under 35 U.S.C. 101 because the claimed invention is directed to 
non-statutory subject matter. The claim recites "a computer program for carrying out 
the method claimed in claim 12." Computer programs per se are non-statutory and not 
patent eligible. 

Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

6. Claims 1-5 and 9-13 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Farrall et al. (WO 02/50790, herein referred to as Farrall). 

7. Regarding claim 1 , Farrall teaches a system comprising an information carrier 
(pages 36-39: disclosed is multiple devices that carry information, such as bank notes, 
credit cards, access control devices, or tickets. All these carry specific information, be it 
currency information, user access information, or ticketing information) and an 
apparatus (page 44, paragraph w: the reading device is an apparatus that contains the 
devices for accessing the information carrier) for accessing the information carrier, the 
information carrier comprising an optical identifier (pg. 8, 1 st paragraph, pg. 13, 4 th 
bullet, pg. 17, 1 st and 2 nd list, pg. 33, items a and b, pgs. 41-44, items a-c and e-v: 
disclosed is reflecting and/or refracting particles in a formulation medium such as glue) 
representing a physical one-way function (pages 49-69, the "Statistical Considerations" 
section: The probability of randomly or intentionally reproducing the tags or their effects 
is astronomically low, effectively zero. This is a one-way operation) and authentication 
information (pg. 6, 3 rd paragraph: disclosed is an object marked with an optical tag, 
which is read by the reading device, which then verifies its authenticity), the apparatus 
comprising: 

a light source (pg. 18, 3 rd list, item 1 and pg. 44, paragraph w: the light source is 
in the reading device and it directs light onto and/or into the optical identifier) for 
challenging the optical identifier, when the information carrier is present in the apparatus 
(pg. 18, bullet 7 under "Optics System of Reader": disclosed is a method of introduction 
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the card (or information carrier) into the reader for reading the card), by generating a 
light beam (pg. 18, 3 rd list, item 1 and pg. 44, item w: any light source will necessarily 
create a light beam) incident on the optical identifier as a challenge, 

a detector (pg. 18, 3 rd list, item 8 and pg. 44-45, paragraph w: disclosed is a 
detection system (item 8 on page 18) which processes a signal generated by the 
detector (pg. 44-45)), 

a reading unit (pg. 6, 3 rd paragraph: disclosed is an optical device and other 
electronics that reads the optical tag and verifies its authenticity) for reading the 
authentication information, 

a verification unit (pg. 6, 3 rd paragraph: disclosed is an optical device and other 
electronics that reads the optical tag and verifies its authenticity) for comparing the 
response with the authentication information, the authentication information being 
related to the response. 

8. Regarding claim 2, Farrall teaches a system wherein the user information 
present in the information carrier is encrypted (pg. 10, item 3: disclosed is using dual 
key encryption to add further layers of security to the information contained in the optical 
identifier), and in the apparatus: 

the reading unit is further capable of reading the user information (pg. 6, 3 rd 
paragraph: disclosed is an optical device and other electronics that reads the optical tag 
and verifies its authenticity), 

a decryption key extraction unit is present (pg. 10, item 3: the use of dual key 
encryption necessarily requires a key extraction unit in order to acquire the appropriate 
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key to perform the decryption), for extracting the decryption key from the response, 
a decryption unit (pg. 10, item 3: the use of dual key encryption necessarily 
requires a unit in order to perform the decryption of the information) is present, for 
decrypting the user-information with the decryption key. 
9. Regarding claim 3, Farrall teaches the apparatus able to provide a set of 
challenges (pg.44-48, items w-ll: disclosed is multiple means of irradiating the optical 
identifier, or tag. These means include, but are not limited to, illumination at multiple 
angles, simultaneous illumination, the use of mirrors, the use of prisms, the use of 
lenses, using optical fibers to filter the light, or scanning with different wavelengths of 
lights. These means challenge the optical identifier, or tag, and any combination from 
these means can comprise a set of challenges), the challenges giving rise to 
corresponding responses, and to detect the corresponding responses (pg. 45, item aa, 
pg. 46, item hh, : disclosed is a plurality of photo detectors, which detect the light after 
interaction with the optical identifier, or tag, with are the responses to the challenges), 

the authentication information further related to the corresponding responses (pg. 
6, 3 rd paragraph: disclosed is an object marked with an optical tag containing 
information, which is read by the reading device, which then verifies the information's 
authenticity), and 

the verification unit (pg. 6, 3 rd paragraph: disclosed is an object marked with an 
optical tag, which is read by the reading device, which then verifies its authenticity) is 
able to compare the corresponding responses with the authentication information. 
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10. Regarding claim 4, Farrall discloses the apparatus able to select a subset of 
challenges from the set of challenges, to challenge the optical identifier (pg. 44-48, 
items w-ll: disclosed is multiple procedures to irradiate the optical tag of which a subset 
containing one or more of the disclosed procedures can be chosen) with challenges, 
and to detect a subset (pg. 45, item aa and pg. 46, item hh: disclosed are multiple 
means of detection, each is necessarily required to be capable of detecting each 
procedure of irradiating the optical tag) of corresponding responses. 

1 1 . Regarding claim 5, Farrall teaches the authentication information is further 
related to the set of challenges (pg. 6, 3 rd paragraph: disclosed is an object marked with 
an optical tag, which is read by the reading device using the set or subset of challenges 
(pg.44-48, items w-ll), which then verifies its authenticity). 

12. Regarding claim 9, Farrall teaches a system comprising an information carrier 
(pages 36-39: disclosed is multiple devices that carry information, such as bank notes, 
credit cards, access control devices, or tickets. All these carry specific information, be it 
currency information, user access information, or ticketing information) and an 
apparatus (page 44, paragraph w: the reading device is an apparatus that contains the 
devices for accessing the information carrier) for accessing the information carrier, the 
information carrier comprising an optical identifier (pg. 8, 1 st paragraph, pg. 13, 4 th 
bullet, pg. 17, 1 st and 2 nd list, pg. 33, items a and b, pgs. 41-44, items a-c and e-v: 
disclosed is reflecting and/or refracting particles in a formulation medium such as glue) 
representing a physical one-way function (pages 49-69, the "Statistical Considerations" 
section: The probability of randomly or intentionally reproducing the tags or their effects 
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is astronomically low, effectively zero. This allows for a one-way reading of the tag) 
which is able to produce a speckle pattern (figure 2, pg. 24, 4 th paragraph: shown are 
images using the disclosed optical tag) as response upon being challenged with a light 
beam (pg. 18, 3 rd list, item 1 and pg. 44, item w: any light source will necessarily create 
a light beam) as a challenge (pg.44-48, items w-ll: disclosed is multiple means of 
irradiating the optical identifier, or tag. These means include, but are not limited to, 
illumination at multiple angles, simultaneous illumination, the use of mirrors, the use of 
prisms, the use of lenses, using optical fibers to filter the light, or scanning with different 
wavelengths of lights. These means challenge the optical identifier, or tag, and any 
combination from these means can comprise a set of challenges), and further 
comprising authentication information (pg. 6, 3 rd paragraph: disclosed is an object 
marked with an optical tag, which is read by the reading device, which then verifies its 
authenticity) related to the response. 

13. Regarding claim 10, Farrall teaches the user information (see claim 1 rejection) 
encrypted and decryptable with a decryption key (pg. 10, item 3: the use of dual key 
encryption necessarily requires a key extraction unit in order to acquire the appropriate 
key to perform the decryption) extractable (pg. 10, item 3: the use of dual key encryption 
necessarily requires a key extraction in order to acquire the appropriate key to perform 
the decryption) from the response. 

14. Regarding claim 11, Farrall teaches an information carrier (see claim 1 rejection), 
which information carrier comprises an optical identifier (pg. 8, 1 st paragraph, pg. 13, 4 th 
bullet, pg. 17, 1 st and 2 nd list, pg. 33, items a and b, pgs. 41-44, items a-c and e-v: 
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disclosed is reflecting and/or refracting particles in a formulation medium such as glue 
(pg 13, bullet 5), these particles chosen based on their shape, type, refractive index, 
and other characteristics (pg. 17, 1 st list). The aforementioned particles are mixed into 
the medium, and the medium must have suitable optical properties (pg. 17, 2 nd list). 
These particles have an effect on incident light due to their geometry and structure (pg. 
33 items a and b). The particles are embedded into the medium, upon which incident 
light in irradiated in order to be identified (pg. 44)) representing a physical one-way 
function (pages 49-69, the "Statistical Considerations" section: The probability of 
randomly or intentionally reproducing the tags or their effects is astronomically low, 
effectively zero. This is a one-way operation) and authentication information, the 
authentication information being related to the response (pg. 6, 3 rd paragraph: disclosed 
is an object marked with an optical tag containing information, which is read by the 
reading device, which then verifies the information's authenticity). 
15. Regarding claim 12, Farrall teaches a method for accessing an information 
carrier (see claim 1 rejection) for comprising user information, which information carrier 
comprises an optical identifier representing a physical one-way function (see claim 1 
and 11 rejections) and authentication information (see claim 1 and 9 rejections), 
comprising: 

a challenging step (pg.44-48, items w-ll: disclosed is multiple methods of 
irradiating the optical identifier, or tag. These methods include, but are not limited to, 
illumination at multiple angles, simultaneous illumination, the use of mirrors, the use of 
prisms, the use of lenses, using optical fibers to filter the light, or scanning with different 
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wavelengths of lights. These methods challenge the optical identifier, or tag.) 

a reading step (pg. 6, 3 rd paragraph: disclosed is an optical device and other 
electronics that reads the optical tag and verifies its authenticity) for reading the 
authentication information, and 

a verification step (pg. 6, 3 rd paragraph: disclosed is an optical device and other 
electronics that reads the optical tag and verifies its authenticity), for comparing the 
response and the authentication information being related to the response. 

16. Regarding claim 1 3, Farrall teaches using a computer to accomplish the steps of 
claim 12 (see claim 12 rejection above, Figure 8 and pg 27, 1 st paragraph). The use of a 
computer necessarily requires a program to instruct the computer system carry out the 
functions disclosed. 

Claim Rejections - 35 USC § 103 

1 7. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

18. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1 , 148 
USPQ 459 (1966), that are applied for establishing a background for determining 
obviousness under 35 U.S.C. 103(a) are summarized as follows: 

1 . Determining the scope and contents of the prior art. 

2. Ascertaining the differences between the prior art and the claims at issue. 

3. Resolving the level of ordinary skill in the pertinent art. 

4. Considering objective evidence present in the application indicating 
obviousness or nonobviousness. 
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19. This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

20. Claims 6-7 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Farrall in view of Rignell (US 7121465). 

21 . Regarding claim 6, Farrall teaches authentication information (see claim 1 
rejection), challenges (see claim 3 rejection), and physical one-way functions (see claim 
1 rejection), but it does not teach arranging the authenticating information in the form of 
a table having a record for each challenge belonging to the set of different challenges, 
the record having in a first field the result of a first one way function applied to the each 
challenge, and in a second field the result of a second one-way function applied to the 
corresponding response. Rignell teaches arranging information in a table (column 6, 
lines 17-22), which necessarily requires a plurality of fields. It would have been obvious 
to one having ordinary skill in the art at the time of invention to combine the teachings of 
Farrall and Rignell because structuring the authentication information into tabular form 
and then applying two one way functions to a plurality of fields in order to obtain a 
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plurality of results and comparing the results to the stored information would better 
organize the information and accelerate the total processing time of the system. 

22. Regarding claim 7, Farrall teaches applying physical one way functions (see 
claim 1 rejection) to obtain results (pg. 31, 2 nd paragraph: the image is the result of the 
irradiation of the identifier) and comparing those results to stored records (pg. 31, 2nd 
paragraph). Farrall does not teach storing those records in a tabular form. Rignell 
teaches arranging information in a table (column 6: lines 17-22), which necessarily 
require a plurality of fields. It would have been obvious to one having ordinary skill in the 
art at the time of invention to combine the teaches of Farrall and Rignell, because 
arranging the stored information or record in tabular form in order to identify and 
compare the results allows for better organization of the information or records and will 
accelerate the processing time of the system. 

23. Claim 8 is rejected under 35 U.S.C. 103(a) as being unpatentable over Farrall in 
view of Nishigata, et al. (US 691 0629, herein referred to as Nishigata). 

24. Regarding claim 8, Farrall teaches challenging the optical identifier (see claim 3 
rejection) and detecting the speckle pattern (see claims 9 and 10 rejection). Farrell does 
not teach measuring the time elapsing between challenging the optical identifier and 
detecting the speckle pattern. Nishigata teaches making timing detections of card 
insertion events and determining the elapsed time (column 10, lines 52-60). It would 
have been obvious to one having ordinary skill in the art at the time of invention to 
combine the teachings of Farrall and Nishigata because a measurement of the time 
between two events, in the present case, the challenging of the optical identifier and the 
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detection of the speckle pattern, is important in ascertaining whether or not the system 
is performing properly. For example, if the time difference is too large, then the system 
can detect that there perhaps is a problem somewhere. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MATTHEW MIKELS whose telephone number is 
(571)270-5470. The examiner can normally be reached on Monday through Friday 
8AM -5PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Mark Robinson can be reached on 571-272-2319. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/M. M./ 

Examiner, Art Unit 41 75 /Mark A. Robinson/ 

Supervisory Patent Examiner, Art Unit 4175 



